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CHANGING AN HA PARTNER NODE

Take the following actions to change an HA partner node:

1. Right-click the required HA device and select Replication manager from the shortcut menu.

Target Alias | Target IQN | Clustering | Group |
i, HA ign. 2008-08. com. starwindsoftware: 172, 16.0.47-ha Wes General
- ()
Devices *j3CSI Sessions (5) % CHAP Permissions
Divice Mame LU Device Type State
HA Halmane1 0 He Ackive

2 Remove Device

D Force Remove Device

P e 2= e

_ "% Change Partner Authentication Settings...
Device

Change Synchronization Priarity. ..

Device n‘g Replication manager

Size: Mark As Synchronized

Extend Size of HA Device. .,

First £

2. HA Device Replication manager appears. Click the Remove replica menu button.

Replication manager for HAImagel E

T 1)

2 ————
Refresh  Add replica | Remove replica

Replication partner

Properties

Haost Mame: S3NE

Target Mame; iqn.2008-08 com.starwindsoftware; 172 .16.0,48-hasecondnode
Mode; Synchronous

Priority: Second

Synchronization status: Synchronized

Synchronization channel: 172.16.11.48:3260 172.16.10.48: 3260
Heartbeat channel: 172.16.0.48:3260

Help | Close I

3. Click Yes to confirm the deletion.
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StarWind Management Console

Do ol wank to remove the selecked partner nodes?

4. Click the Add replica menu button.

Replication manager for HAImagel

| x|
7t @

L]
Refresh | Add replica | Remove replica

Replication partner

There are nao items ta show,

Properties

Haost Mame:

Target Mame:

Mode:!

Priority:

Synchronization status:
Synchronization channel:

Heartbeat channel:

Help | Close I
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3. Specify the partner node parameters.

HA Device Configuration Wizard | x|

Host: | 172.16.0.4¢] | port: | 3261

Authentication: IUse default credentials j

Wsernarme: I roak

Password: I sssssses

= Back I Texk = I Cancel Help

4. Click Next to continue.

5. Specify target and virtual disk parameters.

HA Device Configuration Wizard

Server address: 172.16.0.46

Target Alias: I Hanewsecondiode

[ Target Mame I iqn, 2008-03, com, skarsindsofbware: 172, 16,0, 46-hanewsecondnode
™ Mark as non-optimized path for ALUA

% Create HA device From the virtual disk:

Specify file name For the virtual disk on the second server;
I My ComputeriDiHARewSecondiode.img j _I

I Crestenew size: | 100 jge =]

" Create HA device from the device:

Selech: devicel j @ Create fe,.. |

% Back I Mexk = I Cancel Help

6. Click Next to continue.
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7. Specify synchronization and heartbeat channels.

HA Device Configuration Wizard | x|

Select channel For synchronization and at least one heartbeat channel that is independent from the sync channel,

Interfaces Metworks Sync and heartbeat Heartbeat only

(=] Hosk Mame: 172,16.0.46

172.16.0.46 172.16.0.0 - v
172.16.10.45 172.16.10.0 v -
172.16.11.46 172.16.11.0 v I
(=] Hosk Mame: S3M75W S, C0M

172.16.0.47 172.16.0.0 - ¥
172.16.10.47 172.16.10.0 Ird -
] ]

< Back I Texk = I Cancel Help

8. Click Next to continue.

9. Specify cache parameters (the cache type is set automatically in accordance with the partner cache
type).

HA Device Configuration Wizard

Cache:

[ write-back caching

Draka write is done ko the memory, and then the client request is completed, Modified memory blocks are
stored to the disk later. Each result of a read request is cached in the memary koo,

[ Yrite-through caching
Draka write is done synchronously to the memory and ko the disk, Each result of a read request is cached in
the memary toa,

[ Mo caching
Read and write requests are processed by the disk storage without caching.

[ et the mazximumn avalable cache size

Cache size (MB): 128 =

< Back I Texk = I Cancel Help

10. Click Next to continue.
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11. Confirm the settings of a new HA partner target and click Next to continue.

12. Click Finish to close the wizard.
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MANUAL SYNCHRONIZATION

If synchronization of HA device nodes did not start automatically after you brought the nodes online, you

can manually start it.
To start an HA nodes synchronization:

1. Right-click the required HA device and select Synchronization from the shortcut menu.

Target Alias | Target IGN | Clustering | Group |
 HAy ign. 2008-08. com. starwindsoftware: 172,16.0.47-ha Yes General
EEEE (v
Devices %iSCSI Sessions , CHAP Permissions
Device Mame LuM Device Type State
i HA Tt i Ha Active

D Remove Device

D Forre Remove Device

= Synchronization

= “% Change Partner Authentication Setbings. ..
ey
Change Synchronization Priority. ..
D c.’:‘ Replication manager el

Size Mark As Synchronized

Extend Size of HA Device, .,

Fir-

2. Select the node you want to use as a source of  synchronization.

Note: If you do not know which target has to be used as a source of synchronization, check the Server
Log or Event tabs of each StarWind Server. Select the StarWind Service that went offline last.

StarWind Management Console x|

) All device nodes are not synchronized now. Please select the node that you want
é l} to use as source for synchronization.

Synchronize I Cancel

3. Click Synchronize.
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PREPARING AN HA DEVICE FOR PROLONGED DOWNTIME

To prepare an HA device for prolonged downtime (for ESXi):

1. Disconnect targets of an HA device from the client nodes properly.

2. Launch vSphere Client: Start->All Programs->VMware->VMware vSphere Client.

3. Shut down all VMs that store their data on the StarWind HA device by right-clicking a VM and selecting
Power -> Shut Down Guest.

r'-_f- 172.16.0.45 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

a E ‘Q Home b g Inventory b [l Inventory

(@ m » @

= @ 172.16.0.45

B GR e

Open in Mew Window...  Cirl+Alt+N
Remove from Inventory
Delete from Disk

v
% " Power Power On Ctrl+8 nance  Events | Console | Permissions
@ Vi Guest Power Off Ctrl4E close tab [X]
Snapshot Suspend Ctrl+Z
& Open Console Reset Ctrl+T k
ea Virtual Machines
G Edit Settings... Shut Down Guest  Ctrl+D |nd
P — o RestartGuest  CHl4+R virtual
T UESTUPETET Sy STETT
Report Performance. ..
irtual machine is an isolated computing
Rename

U can use virtual machines as deskiop or
ronments, as testing environments, or to
er applications.

Host

run on hosts. The same host can run

Basic Tasks

TPy TTCToT T

a B
hines. Q N

vSphere Client

[» Power on the virtual machine

[ Edit virtual machine settings

4. Right-click each VM that stores its data on the StarWind HA device and click Remove from Inventory.

r':f- 172.16.0.45 - vSphere Client

File Edit View Inventory Administraton Plug-ins Help

ﬁ |@ Home b g Inventory b [l Inventory

JJD@

= [ 172.16.0.45

@ Open Console

(3  Edit Settings...
Add Permission... Cirl+P
Report Performance...
Rename

Open in New Window...  Ctrl+Alt+N

B @Rl P e

[Snilsfclyisl. Summary ResourceAllocation ' Performance ' Events ' Console ' Permissions

s vmo

@ 2

s v Power 3
Guest 3
Snapshot 3

close tab [X]
al Machine?

E is a software computer that, like a
ler, runs an operating system and
operating system installed on a virtual
d a guest operating system.

Virtual Machines

irtual machine is an isolated computing
L can use virfual machines as deskiop or
ronments, as testing environments, or to
er applications.

Remove from Inventory

run on hosts. The same host can run

Delete from Disk

Basic Tasks
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5.

a5 - vephere Client

File Edt View Inventory Administration Plugins Help

Click the Configuration tab.
Choose Storage in the Hardware pane. The list of datastores appears.
Right-click each datastore that belongs to the HA device and click Unmount on the shortcut menu.

G |Q Home D 5] Inventory D (] nventory

4+
g €
B @ (17216045
@ vmo
&@ Getting Started | Summary [ Virtual Machines |Resource Allocation | Performance [T gl Local
vm2
% o Hardware View: [Datastores Devices
i vma Health Status Datastores Refresh Delete  AddStorage...  Rescan Al
Processors Tdertinication > Toevics TomeTies Capacir| Free | Type | LostUpdate [ Fardviare Acceleration |
Memory B datastore2 Local ATA Disk (t.. Non-53 144,00 GB 70,19 6B VMFS5 01.11.2012 17:38:40 Unknovin
, Storage D 297565 1481GB VMFSS Not supported |
Networking B ha EErareEsa on-55D 2475 GB 98368 VWMFS5 Not supported
Storage Adapters 8 ha Rename on-SD 22,756GB 6,83 GB VMFS5 01.11.2012 17:38:41 Not supported
Network Adapter
lebwork Adapters "
Advanced Settings
Delete.
Power Management
Refresh
Software
Propertes.
Licensed Features " a9 )
Tme Configuration Copy to Clipboard  Cil+€
DNS and Routing
Authentication Services
Virtual Machine Startup/Shutdonn
Virtual Machine Swapfile Location
Security Profile
Host Cache Configuration
System Resource Allocation
Agent VM Settings .
Advanced Settings Datastore Details Propertes. .
hanc 29,7568 Capacity
Location: 1bb-1b83c4al-5d -
Hardware Acceleration:  Notsupported 14,9468 W Used
14,8168 O Free
Path Selection o rti Extents
Most Recently Us.. roperties rent
Volume Label:  hanc ROCKETiSCSI Disk (eui2d... 30,00 GB
Datastore Name:  hanc
Paths o - Total Formatted Capacity 29,75 GB
Lo 2 oo wessse
Disabled: 0 ock sze
HATasks | lrost

8. Choose Storage Adapters in the Hardware pane. Select a storage adapter from the iSCSI Software

Adapter list.
9.

Fle Edit View Imentory Administraton Plugins Help

In the Details section right-click each device and click Detach on the shortcut menu.

(=) 172.16.0.45 - vSphere Client

=lEix

|@ Home b g Inventory b [l Inventory

& &
= [ 172.16.0.45
vmo
& vma
Hardware Storage Adapters Add.. Remove  Refresh  Rescan Al
Health Status e [Tvpe [wwn
Processors Thex Peak 6 port SATA AHCI Controller
Vemory @ vmhbao Block SCSI
e @ wmhbass Block scst
e vmhba35 Block SCSI
Networking @ vmhbass BlocksCs!
> Starage Adspters @ vmhba37 Block sest
Network Adapters @ wmhbass Block SCST
Advanced Settings ‘GA-EP45-DS5 Motherboard
Fower Management @ vmhba32 Block 5CSI
Software s vmhba33 Block SCSI
Licensed Features @ wmhba39 iSCST ign.1998-01.
Time Configuration
DNS and Routing
Authentcation Services
Virtual Machine Startup/Shutdonn
Virtual Machine Swapfile Location
Security Profile
Hast Cache Configuration
System Resource Allocation
Agent VM Settings Details
Advanced Settings vmhba39 Properties...
Model: iSCSI Software Adapter
SCS1 Name: iqn. 1993-0 1.com. vmware:s3n5
iSCSI Alias:
Connected Targets: 6 Devices: 3 Paths: 3
View: [Devices' Paths |
Name | tdentifier | Runtime Name | Operational State LUN [ Type | Capacity | Ovmer
150795¢ch¢ el 0. v 19:CC 0 Unmounted o dist 25,00 GB  NMP
ROCKETiSCSI Disk (eyi241 2d1773be85342410 'vmhba39:C0:T2:L0 Mounted 1 disk 30,00 GB  NMP
ROCKETISCSIDisk(eu|  Rename i 31111d8467deB0e3 Mounted 0 disk 40,0068 NMP
Manage Paths...
Detach
Copy dentifer to cipboard
‘ | 0
G Tasks |

for
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10. Choose Storage Adapters in the Hardware pane.

11. Select a storage adapter from the iSCSI Software Adapter list.

12. Click the Properties link in the Details section.

13. In the iSCSI Initiator window, switch to the Dynamic Discovery tab.
14. Select each StarWind Server and click the Remove button.

(%] iSCST Initiator (vmhba39) Properties =] S

" General | Network Configuraton {5

| Static Discovery |
Send Targets
Discover iSCSI targets dynamically from the following locations (IPv4, host name):

i5CSI Server Location |
172.16.11.47:3260
172.16.11.48:3260

Add... | Remaove | §etﬁngs‘..|

Close | Help /l
Z

15. Switch to the Static Discovery tab of the iSCSI Initiator window.
16. Select each StarWind target and click Remove.

(2] i5CSI Initiator (vmhba39) Properties P =

General I Network Configuration | Dynamic Discovery S

Discovered or manually entered iSCSI targets:

1SCSI Server Location | Target Name |
172.16.11.47:3260 ign.2008-08.com.starwinds oftware: 172.16.047-ha |
172.16.11.48:3260 ign.2008-08.com.starwinds oftware: 172.16.0.48-hasecondnode
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To prepare an HA device for prolonged downtime (for Hyper-V servers):

1. Disconnect targets of an HA device from the client nodes properly.
2. Launch Hyper-V Manager: Start->Administrative Tools->Hyper-V Manager.
3. Right-click each VM that stores its data on the StarWind HA device and click Shut Down.

E EHyper-¥ Manager iy =]
gj File Action “iew Window Help |;|i|£|
&= |z
25 Hyper-¥ Manager I Actions
g; S3HE Y¥irtual Machines
CPL Usage
I Running 1% 1024 MB Mew 3
3 Connect...
o TER | O [ Tmport Virtual Mactine...
g ¥ Settings... Bl 7 :
g i Dif 5| Hyper-¥ Settings...
Turn Off . 1 virtual Network Manager. .
7 Edi Disk...
Pause LEI Inspect Disk...
Reset (m) Stop Service
Sniapshot 75 Remove Server
4 [
Rename. .. i Refresh
Snaps ——————————————
[ Help Wigw 3
The selected vitual machine has no snapshots Mew Window From Here
Help

4. Launch iSCSI Initiator: Start->Administrative Tools->iSCSI Initiator.
5. Click each StarWind target and click Disconnect.

iSCSI Initiator Propetties

Targets |Discovery I Favotite Targets I Vaolumes and Devices I RADIUS I Configuration |

r—Quick Conmect

To discover and log on ko a target using a basic connection, type the IP address or
DNS name aof the target and then dlick Quick Connect,

Target: Quick Conrect, .. |
—Discovered targets
Refresh |

ar El .
ign. 2008-08, com. skarwindsoftware: 172, 16.0....
ign. 2008-08, com. skarwindsoftware: 172, 16.0....  Connected
ign. 2008-08, com.skarwindsoftware: 172, 16.0.,.. Connected
ign. 2008-08, com.skarwindsoftware: 172, 16.0.,.. Connected
iqn. 2003-08, com, starwindsoftware: 172, 16.0,.,.  Connected

To connect using advanced options, select a target and then Connect |
click Connect. —

To completely disconnect & target, select the target and ™, |
then click Disconnect, —

For target properties, including configuration of sessions, Eroperties... |
select the target and click Properties. =

Far configuration of devices associated with a targat, select Dievices. .. |
the karget and then click Devices., =

6. Switch to the Favorite Targets tab. Select each HA target and click the Remove button.
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19C5I Ini or Properties E
Targets I Discovery Faworite Targets | Yolumes and Devices I RADIUS I Configuration |

The ISCSI initiator service ensures that all volumes and devices on a Favorite target are
available. &n attempt to restore connections to targets listed here will be made every
tirme this computer restarts,

To add a barget to this lisk you must use the default selection of "Add this connection to
the list of Favorite Targets" or use the "Quick Connect” option,

Favorite kargets:

iqn. 2003-08, com, starwindsoftware: 172, 16,0, 458-hasecondnode

To view the target details, select a target and then click Details, Details |

To remove a karget From this list and make it not reconnect e, |
after a system restart select the target and then click =

Remove,

7. Llaunch StarWind Management Console and select the Targets item. Go to the Target List tab and
select the iSCSI Sessions tab. Make sure that there are no client connections.

i, HA iqn. 2008-08. com.starwindsoftware: 172.16.0.47-ha Yes General

B (]

Devices /1551 Sessions (5) % CHAP Permissions

Initiakor MNarme

. ign. 2008-08, com.starwindsoftware: 172, 16.0,458-hasecondnode
7. ign. 2008-08. com.starwindsoftware: 172.16.0.458-hasecondnode
% ign. 2008-08 . com.starwindsoftware:172.16.0.48-hasecondnode
% ign. 2008-08, com.starwindsoftware: 172,16.0.48-hasecondnode
% iqn. 20058-08, com. starwindsoftware: 172, 16.0.48-hasecondnade

8. Go to Start->Administrative Tools->Services.
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9. Inthe Services window, right-click the StarWind iSCSI SAN service and click Stop on the shortcut menu.

£} Services

File Action ‘View Help

A EIEEE =L

£, Services (Local) £} Services (Local)

StarWind iSCSI SAN Software

Stop the service
Restart the service

Description:
Exports local physicalfvirtual storage
devices as i5CSI targets

=1 E3
Mame  + | Descripkion | Status | Startup Type | Log Cn As | :l
£h30L Server ¥35Wri... Providesth,., Started Aukomatic Local System
‘£ 550P Discovery Discovers .., Disabled Local Service

" ; e Starked i Local

£ Tystem Cante Started Automatic Local System
‘£ System Event Started Aukomatic Local System
‘55 Task Schedule Started Autamatic Local Systern
CLTCR{IP Netsre  [EsUmE Started  Automatic Local Service
‘£ Telephony Restart . Manual Mebwork S...
G Thread Order gl Tasks (™ Manual Local Service
ChTPMBaseSer ——— Manual Local Service
ZLUPRP Dewvice b Refresh Disabled Local Service
& User Profile 5 Properties Started Aukomatic Local System
‘L virtual Disk Started Manual Local System
S Yolume Shade__ Help . TManual Local System
£ wWindows Audio Manages a... Manual Local Service
Lhwindows Audio End... Manages a... TManual Local System
‘Snwindows CardSpace  Securely e... Manual Local Systemn
L Windows Colar Sys...  The WesPl,.. Manual Local Service
‘£ indows Driver Fo...  Manages u... Manual Local System
Ehwindows Error Rep...  Allows erro,., Maral Local System
£ Windows Event Coll... This servic... Manual Metwork 5.,
Cnwindows Event Log  This servic.,,  Started Aukomatic Local Service
Ehwindows Firewall ‘Windows Fi.,, Started Automatic Local Service
‘Chindows Font Cac...  Optimizes ... Started Aukomatic (D...  Local Service
o Windows Installer Adds, modi... Manual Local Systern ﬂ

Extended /A Standard /

Skop service Starwind iSCSI SAM Software on Local Computer

STORAGE ,3i-HYPERVISOR
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RESTORING A STARWIND SERVER AFTER DOWNTIME

1. Go to Start->Administrative Tools->Services.
2. Inthe Services window, right-click the StarWind iSCSI SAN service and click Start on the shortcut menu.

Note: You will need to start the service in two cases:
e Host operating system of StarWind was online during planned downtime
e Automatic start for StarWind service was disabled

Lk services M=l B |
File  #ction  Wiew  Help
e |mEc=He > w0
£, Services (Local) £} Services {Local)

Starwind iSCSI SAN Software Mame -+ | Description | Status | Startup Type | Llogonas | ]

&:?‘;SQL Server Reporti,,.  Manages, ... Automatic SWSvlad....

Stark the service {£5S0L Server Y55 Wri.., Provides th... Started Automatic Local System

£5550P Discovery Discovers ... Disablzd Laocal Service

Description: 5 1d S| ic (D all

Exp_orts Iocgl physicalfvirkual storage Gk System Center Virt .:r_ tarted Aukamatic Lacal System

devices as I5C51 bargets &k System Event MNotif = = Rtarted Automatic Local System

&k Task Scheduler Rause Rtarted Automatic Local System

{ELTCRITP MetBIOS He Rest'mte Etarted  Automatic Local Service

& Telephany L Manual Mekwork S, .,

£k Thread Ordering S All Tasks » Manual Local Service

‘5 TPM Base Services B TManual Local Service

{LUPRP Device Hast IREEE Disabled Local Service

Lk User Profile Service Propetties btarted Autamatic Local System

Lk Virtual Disk — plarted Marual Local System

&k Molume Shadow CDL Manual Local System

Lk Windows Audio Manages a... Manual Local Service

£k wWindows Audio End... Manages a... Manual Local System

ChwWindows CardSpace  Securely e, Manual Local System

EhwWindows Color Sys...  The WesPl,.,, Manual Local Service

£k Windows Driver Fo.,, Manages u... TManual Local System

Lhwindows Error Rep... Allows erra... Manual Local Syskerm

Sk windows Event Call...  This servic. .. Manual Metwark 5. ..

Gk Windows Event Log  This servic...  Started Automatic Lacal Service

&k Windows Firewal Windows Fi,.. Started Automatic Local Service
EkWindows Font Cac...  Optimizes ...  Started Automatic (0., Local Service j

Extended A Standard /

|Start service Stariind iSCSI SAM Software on Local Computer | |

3. Launch StarWind Management Console and connect StarWind Servers (please refer to StarWind Help
or StarWind Quick Start Guide for more detailed information).

4. Select an HA device on the Target List tab and check its synchronization status below, in Device
Properties.

5. If synchronization does not start automatically, perform start it manually (see the Manual
Synchronization section). Wait until synchronization is complete.
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®5tarwind Management Console

Fle Host Target Options Help

=] B3

T P o

== ==
Refresh  Connect Disconnect Add StarWwind Server Remove Host  Add Device Remove Targst

-y starwind servers

Access Rights

Target TGN

9 'Q) % Deduplceted Disk |HA igh availbilky Imags 1mage Fie. [ RAM Disk

Help.

= StarW:nd
S O FTWARTE

E|. S3NB.5WS.COM ( 172.16.0.48 ) : 3261 Target List CHAP Permissions
o Targets Target Alias
; Dewices i Hiasecondhods

ign.2008-08 . com. starwindsoftware: 172, 16.0.48-hasecondnods

General

' Backup

_ [ HASecondNode ]

Devices *ISCSI Sessions (5) * CHAP Permissions

Device Name

LUN

Bienies T [state

HA HAImagel

HA Active

Device Properties

Device:

Size:

First Server

Target Mame:

Wirtual Disk:

Priority:

Auta synchronization after failure:
Synchranization Type:

Synchronizing:

Second Server

Target Mame:

Priarity:

Synchronization Channel:
Heartbeat Channel:

Synchronization Status:

Cache

Cache:
Cache size:

Halmagel
100 GB

iqn. 2008-08&. com, skarwindsoftware: 172, 16.0,48-hasecondnode

My Computer\D1HA img
second

Yes

Full

[ 1%

iqn. 2008-08&. com, skarwindsoftware: 172, 16.0,47-ha

First

172.16.11.47:3260:1 () 172.16.10.47:326001 ()

172,16,0.47:3250: 1 ()

Synchrorized

Write-back caching
1268

StarwWind Software |Ready

6. Connect HA targets to the client node.

Take the following steps on ESXi servers:

1. Launch vSphere Client: Start->All Programs->VMware->VMware vSphere Client.

2. Switch to the Configuration tab and click Storage Adapters in the Hardware pane.
Select a storage adapter from the iSCSI Software Adapter list and click the Properties link in the Details

w

section.

Click Add.

N o v s

Click OK.

r'-T Add Send Target Server ﬁl
ISCST Server: J172.16.11.47
Port: 3260
Parent:

Authentication may need to be configured before & session can
@ be established with any discovered targets.

CHAP... | &d\*anced...l
oK I

Cancel | Help |

STORAGE ,3i-HYPERVISOR

Enter an IP address and port of a StarWind Server.
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. Switch to the Dynamic Discovery tab of the iSCSI Initiator window.
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8. Perform the same action for all StarWind Servers.

=] i5CSI Initiator (vmhba39) Properties =lolx]
" General I Network Configuration ~ Dynamic Discavery |S‘Zﬁ~= D*SOOVEWI
Send Targets

Discover iSCSI targets dynamically from the following locations (IPv4, host name):

i5CSI Server Location |
172.16.11.47:3260
172.16.11.48:3260

Add... I Remove | §etﬁngs‘..|
Close | Help /L

9. Switch to the Configuration tab and select Storage Adapters in the Hardware pane.
10. Select a storage adapter from the iSCSI Software Adapter list.
11. Right-click each device and click Attach.

Details
vmhba39 Properties...
Model: iSCSI Software Adapter
i5CSI Name: ign.1998-01.com.vmware:s3n5
I5CSI Alias:
Connected Targets: 2 Devices: 1 Paths: 2
View: |Devices Paths
Name | Tdentifier | Runtime Name Operational State LUN | Type Drive Type Transport | Capacity | Owner
ROCKETISCSI. £ £1420330ch 434275 ) finmanatad] eui.FId89380ch 434275 vmhba39:00:T0:L0 Unmounted a diisk Non-553 iSCST 0,008 NMP
Rename
Manage Paths...
[ attach
Copy identifier to dipboard

12. Select Storage in the Hardware pane. Right-click the required datastore and select Mount.

View: |Datastores D evices‘

Datastores Refresh  Delete  Add Storage... Rescan All...
Identification - | Device | Drive Type Capacity | Free | Type | LastUpdate | Hardware Acceleration |
a datastore2 Local ATA Disk (t... Non-530 144,00 GB 124,73 GB VMFSS5 17.10.2012 18:21:22 Unknown
] 4 inacti | BOCKETiSCSID  Non-SSD MNA NA NA 17102012 182122 Unknown ‘
Browse Datastore...
Rename
Mount
Delete
Refresh

Copy to Clipboard  Cirl+C
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13. Now you can register a virtual machine. Right-click the appropriate datastore and click Browse

Datastore on the shortcut menu.

View: |Datastores D EViEESl

Datastores Refresh  Delete  Add Storage... Rescan All...
Tdentification - | Status | Device | Drive Type Capacity | Free | Type Last Update | Alarm Actions | storage 1/0 Control | Hardware Acceleration |
i datastors2 & Norma Local ATA Disk (. Non-5D 14400 GB  12415GE VMFSS  18.10.2012 17:09:08 Enabled Disabled Unknovn
GIE ‘ Non-53D 99,75 GE 83,79 GE VMFSS  18.10.2012 17:09:08 Enabled Disabled Not supported |

Browse Datastore...

Alarm 3
Assign User-Defined Storage Capability. ..
Rename

Unmount

Delete

Open in Mew Window. .. Cirl+Alt+HN
Refresh

Properties...

Copy to Clipboard Cil+C

14. Navigate to the folder named after the virtual machine. Right-click the <virtual machine>.vmx file and

click Add to Inventory.

il
R
Folders Isgardql [HAstorage] vmFS
= / Name size | Type | Path | Madif
ﬂ vmFS @ vmF! 0,00 KB Virtual Machine [HAstorage] vmFs 18.10.
LE] | Add to Inventory 284,43 KB Virtual Machine ... [HAstarage]vmFS 18.10.
VMFS. Go to Folder 848 KB Non-volatileme.. [HAstorage]vmFS 18.10.
Q vmwa cut 197,90 KB Virtual Machine ... [HAstorage]vmFs 18.10.
Q vmwa B 188,46 KB Virtual Machine ... [HAstorage]vmFs 18.10.
Q vmwa 84,46 KB Virtual Machine ... [HAstorage]vmFs 18.10.
] vmwe Faste 263,58 KB Virtual Machine ... [HAstorage]vmFs 18.10.
Q vmwa Inflate 152,13 KB Virtual Machine ... [HAstorage]vmFs 18.10.
Q vmwa 102,15 KB Virtual Machine ... [HAstorage]vmFs 18.10.
& vmFs, Donnload... D8 640,00 K Virtual Disk [HAstorage] vmFSs 18.10.
Move to...
Rename
Mew Folder
Delete from Disk
‘ i
1 object selected 0,00 B

15. The Add to Inventory wizard opens. Follow the wizard’s steps to add a virtual machine.

rE_ Add to Inventory

Name
Enter a name for this virtual machine

8 [m] 3

Name
Resource Pool
Ready to Complete

MName:

vmFS

Virtual machine (VM) names may contain up to 80 characters and they must be unigue within each
vCenter Server VM folder.

VM folders are not viewable when connected directly to a host. To view VM folders and specify a location

for this VM, connect to the vCenter Server.

Help |

= Back | Mext = I

Cancel

STORAGE ,3i-HYPERVISOR
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16. Right-click a VM and click Power -> Power On.

(2] 172.16.0.45 - vSphere Client

File Edit View Inventory Administraton Plug4ins Help

a E |E§ Home b g Inventory b [Fl Inventory

JJD@

@R Ee 2
= @ 172.16.0.45

%,ﬁlm [ I, Summary | Resource Allocation | Performance | Events | Console | Permissions
B | Power 4 Power On Ctri+B close tab
Guest 4 Power Off Ctrl+E
Snapshot 4 Suspend Ctrl+Z
& open Console — - “:g a Virtual Machines
GF  EditSettings... Shut Down Guest  Ctrl+D a virtual
Add Permission. .. Cirl4p Restart Guest Cirl+R

virtual machine is an isolated computing
jou can use virtual machines as deskiop or N
Rename ironments, as testing environments, or to X
fver applications.

Report Performance. ..

Open in New Window...  Ctrl+Alt+H

Remove from Inventory es run on hosts. The same host can run ~._ =
Bchines. P
Delete from Disk ‘k}
Basic Tasks vSphere Client

[ Power on the virtual machine

G Edit virtual machine settings

Take the following steps on Hyper-V servers:

1. Launch iSCSI Initiator: Start->Administrative Tools->iSCSI Initiator.
2. Select each target and click Connect.

15CSI Initiator Properties E

Targets |Discoverv | Favorite Targets | Yalumes and Devices | RADILS | Configuration |

—Quick Connect

Ta discover and lag on ko a target using a basic connection, bype the IP address or
DS name of the target and then click Guick Connect,

Target: Quick Connect,.., |
i Discovered targets
Refresh |

Mame | Skatus
ign. 2008-08,com, skarwindsoftware: 172,16.0,.47-ha Connected
ign, 2003-08, com, starwindsoftware: 172,16,0,48-hasecondnode Connected

|

Ta connect using advanced options, select a karget and then
dlick Connect.

3. Launch Server Manager: Start->Administrative Tools->Server Manager.
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4. Click the Disk Management item and check whether the disk is online. If needed right-click the disk and
click Online on the shortcut menu.

[, Server Manager M=l &3

File  Action  View Help

e B R

s Server Manager (S306) Disk Management s Actions
5 Roles “

2 Yolume Layout | Type | File System | Status Capacik: i3] Disk Managem... &
§ Features

S Diagrostics a () Simple  Basic  NTFS Healthy (System, Boot, Page File, Active, Crash Dump, Primary Partition) 47,8566 5,38 MoreActions P
3?!. Configuration CuDATA (E1) Simple  Basic  NTFS Healthy (Primary Partition) 101,208 9,63
f
El 5 Storage
s Windaws Server Backup
1=¢ Disk Management

1| | i
|
L—=Disk D S S
Basic {c:) DATA (E)
149,05 GB 47,65 GB MTFS 101,20 GB NTFS
Cnline Healthy {System, Boat, Page File, Active, Crash D | |Healthy (Primary Partition)
“aibisk 1
Basic
465,76 GB 300,00 GB 165,76 GB
Offline . §
Help
“@Disk 2
Basic
100,00 GE 100,00 GB
Offline  §
Properties
Help

M Unallocated [l Primary partition |

5. Virtual disks stored on the HA device will become available for the previously created VMs. Now you
can start VMs in Hyper-V Manager.

E= Server Manager !E ﬂ
File Action ‘iew Help
&= | #E
= 5 Roles
_é_‘a‘g File Services ¥irtual Machines N
= H -V Mew
ia _\_fper Mame = | State | CPU Usage | Aszigned Memary I temary Demand I Memary Status I Uptime:
(=l Z Hyper-¥ Manager — Trport Virku
gi S5 g vmaD+HI5 aff Lep mp
i Features g wmClusteriode! 0 = Hyper-¥Se...
Diagnostics & vmClusterNode? oif H vt it
i} configuration g vmClusterMode3 0if s
Bl &3 Storage & vmDataCenter off 4 Edit Disk, ..
b windows server Backup = vmFS 0if g b
= Disk Management I Flunning Cu Inspect Uis...
@ Stop Service
?( Remowe Se...
T4 Refresh
4| | 3
= igw 4
Snapshots @
Help
The selected vitual machine has no snapshots
E:é Connect. ..
é’_:, Settings...
@ Turn OFF, .
@ shutDown..
@ Save
Il Pause
HQ Feset
vmSQL é\g Snapshaok
=] Rename...
Created: 17102012 20:05:19 Heartbeat: Mo Contact Help
Motes:  Mone Assigned Memory: 512MB
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CHANGING SYNCHRONIZATION AND HEARTBEAT CHANNELS

To change synchronization or heartbeat channels or replace a NIC:

1. Launch StarWind Management Console and connect to the first StarWind HA partner.
2. Right-click the required HA device and click Replication manager on the shortcut menu.

Target Alias | Target IQN | Clustering | Group |
i HA ign. 2008-08. com. skarwindsofbware: 172,16.0,47-ha Yes General
)
Devices *]SCSI Sessions (5) % CHAP Permissions
Device Mame Lo Device Type State
HA Halmane1 0 Ha Active

:.9 Remove Device

2 Forcs Remave Device

e Symchronization

= =% Change Partner Authentication Settings...
Device

Change Synchronization Priority. ..

Device l'q Replication manager
Size: IMark &s Synchronized
Extend Size of HA Device. ..

First €

3. HA Device Replication manager appears. Click the Remove replica button on the toolbar.

Replication manager for HAImage1 E3

2 SR

=
Refresh  Add replica | Remove replica

Replication partner

ondrode

; iqn.: 8-08.com.starwin 1&.0,48-ha

Properties

Host Mame: =3NE

Target Mame: iqn.200&-08.com.starwindsoftware: 172,16.0.458-hasecondnode
Mode: Synchronous

Priority: Second

Synchronization status: Synchronized

Synchronization channel: 172.16.11.48:3260 172.16,10.48: 3260

Heartheat channel: 172.16.045:3260

Help | Close I
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4. Click Yes to confirm the deletion.
StarWind Management Console

Do ol wank to remove the selecked partner nodes?

(S) starWind Management Console P [ 5]

File Host Target Options Help

1 ' ;F‘ ;p %a E ] _Q '@ j Decupicated Disk E_f"\. High Avaiabity Inage  Image Fie mw Disk

Refresh Conmect Disconnect Add StarWind Server Remove Host AddDevice Remove Target  Help

— e
Eb StarWind Servers .. =~ ssutra{'%lnﬂ!
=8 . SINT( 172.16.0.47) : 3261 Targetlist | CHAP Permissions
& Targets Target Alias | Target 10 | Clustering | Group. [
;' Devices [, HASecondhode ign. 2008-08. com. starwindsoftware: 172, 16.0, 48-hasecondnods Yes General
B- . S35 ( 172.16,0,48 ) : 3261
& Targets R [ nasecondiiode ]
r Devices Devices *iSCSI Sessions *,CHAP Permissions
- Badkup Device Name
Device Properties
Device: HAImage1
Size: 100 GB
First Server
Target Name: ign. 2008-08. com. starwindsoftware: 172. 16.0. 48-hasecondnode
Virtual Disk: My Computer\D\HA.img
Priority: Second
Auto synchronization after failure: Yes
Synchronization Status: Not synchronized
Cache
Cache: Write-back caching
Cache size: 128

StarWind Software | Ready

6. Right-click the target and click Remove Target.

Target List CHAP Permissions Access Rights

Target Alias | TargetI | Clustering | Group |

arwindsoftware: 172, 16.0.48-hasecondnode
e Add Target

nm\ Add'a New Device to the Target

& Addan Existing Devices to)the Target

Devices
Device Mam 3 Force Remove Target LUMN Device Type State
ﬂ HAImag 0 HA Active
Mowe to group 3
' Refresh
Device Froperoes

7. Click Yes to confirm the deletion.

StarWind Management Console

Do you really want to remove target
ign. 2008-08. com.starwindsoftware: 172, 16.0. 48-hasecondnode
from the host S3MB ( 172.16.0.48 ) : 32617
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8. Select the first HA partner node again. Right-click the target and click Manage nodes.

Target Alias | Target IQN | Clustering Group
T HA ign. 2008-08. com. starwindsoftware: 172, 16.0.47-ha Yes General

()

Devices *iSCSI Sessions {2) * CHAP Permissions

Device Mame LLIMN Device Type State
[¥] HA Active

HAHA
A :‘9 Remove Device

—— @ Force Remove Device
e

= Synchronization [
Dey |[B¥ Change Partner Authentication Settings. .. =1
Size Change Synchronization Priority...
‘\.:, Manage nodes...
Fir _
Mark As Synchronized

Tar Extend Size of HA Device...

i e VLA i

P3-08. com. starwindsoftware: 172, 16.0.47-ha

9. HA Device Replication manager appears. Click Add replica on the toolbar.

Replication manager for HAImage1 E
-y
-3 )
Refresh | Add replica | Remove replica

Replication partner |

There are nao items ta show,

Properties

Haost Mame:

Target Mame:

Mode:!

Priority:

Synchronization status:
Synchronization channel:

Heartheat channel:

Help | Close I

Page | 24
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10. Specify an IP address of the second StarWind HA partner node.

HA Device Configuration Wizard | x|

Host: | 172.16.0.48] | port: | 3261

Authentication: IUse default credentials j

Wsernarme: I roak

Password: I sssssses

= Back I Texk = I Cancel Help

11. Click Next to continue.

12. Specify target and virtual disk parameters.

13. Select Create HA from virtual disk radio button.

14. Specify the previously used image file as a virtual disk on the second server.

HA Device Configuration Wizard

Server address: 172.16.0.48

Target Alias: I HASecondMode

[ Target Mame I iqn, 2008-03, com, starsindsofbware: 172, 16,0, 48-hasecondnode
™ Mark as non-optimized path for ALUA

% Create HA device From the virtual disk:
Specify file name For the virtual disk on the second server;

I My ComputeriDiHA.img j

[~ Create new  Size; I 100 IGB j

" Create HA device from the device:

Selech: devicel j @ Create fe,.. |

% Back Mexk = Cancel Help

15. Click Next to continue.

Page | 25
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16. Specify synchronization and heartbeat channels.

HA Device Configuration Wizard | x|

Select channel For synchronization and at least one heartbeat channel that is independent from the sync channel,

Interfaces Metworks Sync and heartbeat Heartbeat only

(=] Hosk Mame: 172,16.0.45

172.16.0.45 172.16.0.0 - v
172.16.1.45 172.16.1.0 |l Ird
172.16.10.45 172.16.10.0 v I
: 172.16.11.0 [

(=] Hosk Mame: S3M7.5WS.COM

172.16.0.47 172.16.0.0 - v
172.16.1.47 172.16.1.0 |l Ird
172.16.10.47 172.16.10.0 v I
172.16.11.47 172.16.11.0 [v -

< Back I Texk = I Cancel Help

17. Click Next to continue.
18. Specify cache parameters (the cache type is set automatically in accordance with the partner cache

type).

HA Device Configuration Wizard [ %]

Cache:

[ Write-back caching
Diata write is done ko the memory, and then the client request is completed. Modified memory blocks are
stored to the disk later, Each result of a read request is cached in the memory too,

= Write-through caching
Diaka write is done synchronously to the mermary and ko the disk, Each result of a read request is cached in
the memory too,

= Mo caching
Read and write requests are processed by the disk storage without caching.

[ set the maximurn avalable cache size

Cache size {(ME): 128 _:I

< Back I fext = I Cancel Help

19. Click Next to continue.
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20. Confirm the settings of a new HA partner target.

HA Node Wizard

| Add Device Wizard

=
The Follawing device will be added:

7))

— HA HAImage4|

n _—

O

w

o —

You specified the Following settings:

Mew Partner Host 1 172,16.0.45 ;I
New Partner Management Port @ 3261

Mew Partner duthentication : Use default credentials

Mew Partner Usernarme : raok

Second karget name : ign. 2008-08, com, starwindsoftware: 172, 16,0, 48-hasecondnod
Matk a5 nor-optimized path for ALJA @ Mo

Partner Image : My ComputeriDiHA.img

Create new Mo

Cache mode @ wh

Cache size 1 128

.
4| | ¥

Click. Mext bo add new device,

= Back I Mext = I Cancel | Help |

21. Click Next to continue.

HA Node Wizard

| Add Device Wizard

W The Follawing device was created:
—-— HA Halmagest
8 .
- Target narme:
ign. 2008-08, com, skarwindsoftware: 172,16.0,48-hasecondnode ;I
=

To close this wizard click Finish,

<Back  |{ Finish

Cancel | Help |

22. Click Finish to close the wizard.
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CONFIGURING CHAP FOR AN HA DEVICE

1. Launch StarWind Management Console and connect the first StarWind HA partner node.
2. Right-click the HA device on the CHAP Permissions tab and click Add permission.

Target List CHAP Permissions Access Rights

Target Alias | Target IQN | Clustering | Group ‘
i HAWE ign. 2008-08 .com. starwindsoftware: 172, 16,0, 48-hawb Yes General
(]

Devices / ISCSI Sessions (6) /' CHAP Permissions

Tatget CHAP Mame ‘ Target Secret Initiator CHAP Marme Initiator Secret

BE Add Permission
5% Edit Permission

%9 Delete Permission

3. Specify the values in the Target CHAP name, Target secret and Confirm secret fields.
4. Select Mutual CHAP authentication checkbox to ensure a higher level of iSCSI security.

New Permission Ttem ﬂ

~CHAP Authentication Options

Target CHAP name: I HA

Target secret: I LTI YT Y

CD{"Iﬁr‘l‘l‘l secret: I LRI TR ]

™ Mutual CHAP authentication

Inmikiatar EHER name: I

Initiatar secret: I

Confirm sectet: I

OK I Cancel

5. Click OK.
6. Read the notification and click OK.

StarWind Management Console

Y Authentication parameters have been changed. Please
i l ' update authentication settings for the partner of the selected
device.

7. Connect to the second HA partner node.
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8. Right-click HA device and click Change Partner Authentication Settings.

Note: If you don’t change partner authentication settings, the HA device will not be able to synchronize
after the service restart.

Devices % iSCSI Sessions (6) % CHAP Permissions

Device Mame LUM Device Type State
HA Halmag - i HA fikive

D Remave Device
=

2 Force Remove Device
=

Device P

= Synehitonization

Device: E;‘( hange Partner Authentication Settings. ..

Sizext Change Synchronization Priority. .,
First Se . Replication manager
Mark &5 Symchronized
Target I Esticrs] S 7 40 B, Jcom.skarwindsoftware: 172, 16,0, 48-hasecondnode
Yirkual Direres - et | D HA  img

9. Select the partner target with installed CHAP.
10. Specify CHAP as an authentication type and enter local name and secret specified for the first server

(refer to the item 2-4 of this section).

Partner Authentication Settings
Partrer: qun.ZDDB—DB.com.starwindsoftware:1?2.16.0.4?—ha j
Authentication type: ICH.D.F' j

Local name: I HA

Local secret: I sessscsseeee
FPeer mame: I

Feer secret: I

= Back I Finish I Cancel Help

11. Click Finish.
12. Perform the actions described in the item 1-11 for another HA partner node.
13. Specify a local name and secret to connect to the client node.

Take the following steps on ESXi servers:

=

Launch vSphere Client: Start->All Programs->VMware->VMware vSphere Client.
Switch to the Configuration tab and select Storage Adapters in the Hardware pane.
Select a storage adapter from the iSCSI Software Adapter list and click the Properties link in the Details

w N

section.
Switch to the Static Discovery tab of the iSCSI Initiator window.

4.
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5. Select the target and click Settings.

(%) i5CSI Initiator (vmhba39) Properties =lol=|

General I Network Configuration | Dynamic Discovery ~ Static Discovery |

Discovered or manually entered iSCSI targets:

ISCSI Server Location | Target Name |
172.16.11.47:3260 iqn.2008-08.com.starwinds oftware:172.16.047-ha |
172.16.11.48:3260 iqn.2008-08.com.starwinds oftware:172.16.0.48-hasecondnode

Add... | Remove | §etﬁngs‘..|
Close | Help /L

6. Click CHAP.

(%) Static Target Server Settings: x|

i5CSI Server: [172.16.11.47
Port:

iSCSI Target Name: 00

Parent: 172.16.11.47:3250

@ Authentication may need to be configured before a session can
be established with the specified target.

CHAP... | ﬂdvanced...l
|

7. Clear the Inherit from parent checkbox and specify a CHAP name and secret.

Note: If you have specified mutual CHAP earlier, clear the Inherit from parent checkbox and specify a

mutual CHAP name and secret.

(%) CHAP Credentials x|

@ The CHAP secret and Mutual CHAP secret must be different.
—CHAP (target authenticates host)
Select option: [Use crap =l

I Use initiator name
Name: |HA

Secet: I ““““““ |

I Inherit from parent

—Mutual CHAP (host authenticates target)

Selectoption: [Do not use =
I} Uise initiator name

Name: I

Secret: I

¥ Inherit from parent.

f. Click OK.
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Take the following steps on Hyper-V servers:

1. Launch iSCSI Initiator: Start->Administrative Tools->iSCSI Initiator.
2. Select the required target and click Connect.

iSCSI Initiator Properties

Targets |Disc0very I Favorite Targets I Yolumes and Devices I RADIUS I Configuration |
r— Quick Conmect

To discover and log on ko a target using a basic connection, type the IP address or
DNS narme of the target and then click Quick Connect.

Target: Quick Cormeck, .. |
Discovered targets
Refresh |

Mame | Stakus |
ign. 2008-08, com.skarwindsaoftware: 172, 16.0,47-ha Inactive
iqn. 2008-08, com. skarwindsoftware: 172, 16.0.48-haseca. .. Inactive

To connect using advanced options, select a target and then
click Connect,

3. Click Advanced.

Conneck To Targek E

Target name:

I ign. 200&-08, com, starwindsoftware: 172, 16.0,47-ha

[ &dd this connection ko the lisk of Favorite Targets,

This will make the system automatically attempt to restore the
connection every time this computer restarts,

Advanced. ., | QK I Cancel
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4. Select the Enable CHAP log on checkbox and specify a name and target secret.

Advanced Settings HE

General | IPsec |

—iConnect using

Local adapter: IDeFauIt j

Initiskor IF: IDeFauIt j

Target portal IP; IDeFauIt j
—CRC f Checksum

" Data digest ™ Header digest

v Enable CHAP log on

 CHAP Log on information
CHAP helps ensure connection security by providing authentication between a karget and
an initiakar,

To use, specify the same name and CHAP secret that was configured on the target For this
initiator, The name will default to the Initiator Mame of the system unless another name is

specified,
Marme: I H&
Target secret: I LTI TR T )

[ petform mukual authentication

To use mutual CHAP, either specify an initiator secret on the Configuration page or use
RADIUS.

[ Use RADIUS to generate user authenkication credentials

[~ Use RADIUS to authenticate karget credentials

[0]4 I Cancel apply

5. Click OK.
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CONTACTS

Customer Support Portal: http://www.starwindsoftware.com/support
Support Forum: http://www.starwindsoftware.com/forums
Sales: sales@starwindsoftware.com

General Information: info@starwindsoftware.com

US Headquarters

Phone: 1-617-449-7717

Fax: 1-617-507-5845

EMEA and APAC

Phone: +44-0-2071936727
+44-0-2071936350

Voice Mail: 1-866-790-2646

StarWind Software Inc.
40 Mall Rd., Burlington,
MA 01803, USA
www.starwindsoftware.com
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