StarW:.nd One Stop Virtualization Shop

StarWind Virtual Tape Library:
Configuration Guide for Local
Storage, VTL Deployed as a Linux
ISO using GUI

2024

TECHNICAL PAPERS

ul | )

"N | vmware Ready
Windows READY
Server2012R2 | L TEEE

StarWind Virtual Tape Library: Configuration Guide for Local Storage, VTL Deployed as a Linux 1
ISO using GUI



StarWi.nd One Stop Virtualization Shop

HYPERCONVERGENCE

Trademarks

“StarWind”, “StarWind Software” and the StarWind and the StarWind Software logos are

registered trademarks of StarWind Software. “StarWind LSFS” is a trademark of StarWind
Software which may be registered in some jurisdictions. All other trademarks are owned

by their respective owners.

Changes

The material in this document is for information only and is subject to change without
notice. While reasonable efforts have been made in the preparation of this document to
assure its accuracy, StarWind Software assumes no liability resulting from errors or
omissions in this document, or from the use of the information contained herein.
StarWind Software reserves the right to make changes in the product design without
reservation and without notification to its users.

Technical Support and Services

If you have questions about installing or using this software, check this and other
documents first - you will find answers to most of your questions on the Technical Papers
webpage or in StarWind Forum. If you need further assistance, please contact us .

About StarWind

StarWind is a pioneer in virtualization and a company that participated in the
development of this technology from its earliest days. Now the company is among the
leading vendors of software and hardware hyper-converged solutions. The company’s
core product is the years-proven StarWind Virtual SAN, which allows SMB and ROBO to
benefit from cost-efficient hyperconverged IT infrastructure. Having earned a reputation
of reliability, StarWind created a hardware product line and is actively tapping into
hyperconverged and storage appliances market. In 2016, Gartner named StarWind “Cool
Vendor for Compute Platforms” following the success and popularity of StarWind
HyperConverged Appliance. StarWind partners with world-known companies: Microsoft,
VMware, Veeam, Intel, Dell, Mellanox, Citrix, Western Digital, etc.

Copyright ©2009-2018 StarWind Software Inc.

No part of this publication may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, electronic, mechanical, photocopying,
recording or otherwise, without the prior written consent of StarWind Software.
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Annotation

Relevant products

StarWind Virtual Tape Library (VTL)
Purpose

StarWind Virtual Tape Library (VTL) is software that allows you to emulate physical Tape
Libraries while storing data on hard disk drives. The solution targets companies that
want to completely discontinue using physical Tape libraries and simplify and accelerate
data backup and recovery.

This document outlines how to configure the Linux version of StarWind Virtual Tape
Library (VTL) on a physical bare-metal server using the StarWind Appliance ISO and
includes steps on how to backup and restore data to VTL via Veeam Backup &
Replication.

Audience

This technical guide is intended for storage and virtualization architects, system and
backup administrators, and partners designing virtualized environments using StarWind
Virtual Tape Library (VTL).

Expected result

The end result of following this guide will be a fully configured StarWind VTL on a bare-
metal server with configured backup jobs to StarWind VTL using Veeam Backup &
Replication.

Prerequisites
StarWind VTL system requirements

Prior to installing StarWind VTL, please make sure that the system meets the
requirements, which are available via the following link:
https://www.starwindsoftware.com/system-requirements#virtual-tape-library

Recommended RAID settings for HDD and SSD disks:
https://knowledgebase.starwindsoftware.com/guidance/recommended-raid-settings-for-h
dd-and-ssd-disks/
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StarWind VTL requires StarWind Management Console that can be deployed on the
server where Veeam Backup & Replication software is installed or on a separate
workstation or virtual machine with Windows OS (Windows 7 or higher, Windows Server
2008 R2 and higher) using the Windows installer file received in the download letter.
Please make sure that the system requirements for StarWind Management Console are
met: https://www.starwindsoftware.com/system-requirements#management-console

NOTE: In order to fit the ransomware resiliency, the VTL should be located on the
dedicated storage/host, which must be isolated from the production environment. Please
read the following document for details: Backing up StarWind Virtual SAN Environment:
Best Practice.

Solution diagram

The diagrams below illustrate the network and storage configuration of the solution:
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Veeam Backup & Replication @ @ @
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[]==2asses 5855558 ] [] 23ss2mses 5855585 []
Backup Switch Management Switch

Production Environment

Deploying Starwind Virtual Tape Library

1. Download the StarWind Appliance ISO at the following link:
https://www.starwindsoftware.com/vtl#download

2. Prepare installation media using Etcher, Rufus on a Windows workstation, or the dd
command-line tool on Linux and macOS. For Network boot, mount the I1SO to your server
using iDRAC, iLo, or IPMI user interfaces.

3. Connect the installation media to your server and start the host.
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4. Boot into BIOS and enable the Legacy boot mode. Save changes and reboot the host.

5. On server boot, press F12 or F2 to start the one-time boot menu. Select CD\DVD-ROM
as a boot device.

NOTE: Refer to the server documentation to find the boot menu key.

6. The server should start booting from StarWind Appliance 1SO. Once the system boots,
the StarWind Appliance Installer launches.

7. Read the End-user License Agreement. Use the Tab button and arrow keys to select
the Accept option and press Enter.

tarkind

ind Appliance,

of third p
n confirmed by S

Decline

8. In the menu, select the “Install StarWind Appliance” option and press Enter.
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Available Options Inztall StarHind Appliance

Install StarWind Appliance t the installation w b tall
o A 2 . i wirtual

Cancel installation

Log out

9. Select one of the available disks on which to install StarWind Appliance. Press Enter.
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from

lation:

name: sda
size: 256Gh
i mode 1
4 Mme 2

nx Select Option <Enter:

10. All the data on the selected disk will be overwritten. Confirm the installation by
typing “yes” and pressing Enter.

11. Wait until the installation is complete.
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Starkind Appliance Installation wizard

Confirm to start the installation.

Installin tardind Appliance

12. Once the installation is finished, select “Restart” to reboot the server.

StarWind Virtual Tape Library: Configuration Guide for Local Storage, VTL Deployed as a Linux 9
ISO using GUI



StarWi.nd One Stop Virtualization Shop

HYPERCONVERGENCE

Installation complete

Select Restart or Shutdown button and p Enter.

Shutdown

ect Option Caonfirm

13. Eject the installation media.
14. The server now boots StarWind Appliance.

15. Press Enter to open the console.
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Starkind Appliance

16. Specify the default user name and password.

NOTE: The default account name is “user”, and its password is “rds123RDS” without
quotes. This account is removed from the appliance upon the completion of the Initial
configuration wizard.
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Welcome! Authentication is required

Luser ]
e A |

17. Select “Configure Management Network” and press Enter.
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lable Opt

Configure Hanagement Hetwark

Troubleshoot

Log out

18. Press Enter once more to modify the settings.
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ge network interface andsor modify IPwd

wd addr

> Modify

19. Select the network adapter that will be used for management connectivity and press
Enter.
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{ ) NIC: ensl13z
IPv4 address:
MAC address: 00:50:56:hd:c6:f5
HModel: WMENETI Ethernet
Controller

ect Option

20. Specify the static IPv4 address, subnet mask, default gateway, and DNS addresses.
Press Enter.

StarWind Virtual Tape Library: Configuration Guide for Local Storage, VTL Deployed as a Linux 15
ISO using GUI



StarWi.nd One Stop Virtualization Shop

HYPERCONVERGENCE

1ect Option <Enter: Apply

21. The management network settings have been applied. Press Enter.
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Step 4/4: Setti pplied

The specified network settings have heen applied.

k. interface:

<Enter: OK

Initial Configuration Wizard

1. Using the web browser, open a new tab and enter the StarWind Appliance IPv4
address specified previously to open the Web Interface. Click “Advanced” and then
“Continue to...”
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e C O Notseurs  hitps//1722731.119

& O @ rdemhiowne §

A

Your connection is not private

2. StarWind Appliance welcomes you, and the “Initial Configuration” wizard will guide
you through the deployment process. Click Start.

Welcome to StarWind Appliance

Follow the Initial configuration wizard and complete the required steps for

Start

3. Upload the license file and click Next.

StarWind Virtual Tape Library: Configuration Guide for Local Storage, VTL Deployed as a Linux 18
ISO using GUI



StarW:nd One Stop Virtualization Shop

HYPERCONVERGENCE

StarWind Appliance Initial configuration

License

Provide StarWind license file to continue

a Ifyou cannot find the license file, please contact your StarWind Sales Representative or send the request to:

| uptoad fite

License details:

Product name: StarWind VTL
License type: Trial, 1 Node. {Active till 2024 May 31)

License ID: 24

Included features:
* Web-based Ul management with basic monitoring
* Hardware RAID support and integration

* 7FS and Software RAID support and integration

4. Read and accept the End User License Agreement to proceed. Click Next.

StarWind Appliance Initial configuration

+ License
End-user license agreement

EULA
Review and accept the following license agreement to continue

f. Modihication and Termination.

7.1. Termination. StarWind may modify o discontinue Licensee’s use or Operation of the Evaluation Software at any time
and for any reason, or for no reason, at its sole discretion. StarWind may terminate this agreement, or any portion hereof,
at any time and for any reason, or n reason.

7.2. Actions upon Termination. In the event of termination and/or expiration of this Agreement and/or the Evaluation
Period:
a) The functionally of the Evaluation Software may become limited and/or blocked, which may lead to inaccessibility
of the data, related and/or operated by/with the Evaluation Software:

b) Licensee shall as soon as practicable, destroy, uninstall, delete, or return to StarWind all of StarWind’s Confidential
Infermation in Licensee’s possession or under its control and all and every part of the Products and all copies thereof,
including, without limitation, any copies installed on any hard-drive or other fixed, electronic, optical, magnetic or
other media and any authorized or unauthorized modifications of the Evaluation Software, and any software into
which the Evaluation Software have been merged (except that if destruction of such software shall be precluded by
written agreement, then it shall remove and destroy the software to the extent so merged with orincorporated within
any such software} or as contained in any other form or media; and

) upon termination of this Agreement Licensee will no longer be authorized to Operate or use the Evaluation
Software in any way.

EXHIBITA
Evaluation Software Products
StarWind Software Products: hitips sta oft n nload-

# laccept the terms of the license agreement

5. Review or edit the Network settings and click Next.
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NOTE: Static network settings are recommended for the configuration.

StarWind Appliance Initial configuration

+ License
Management network
¥ EULA
Specify the unique IP address (static is recommended) and configure other netwaork settings.

Management network €) The Management network is used to communicate with services such as DNS and NTP and to access the appliance web Ul from external clients.

Adapter model Bandwidth MAC address IP address Netmask @ Gateway

ens192 VMXNET3 Etherne... 10Gbit  00:50:56:BD:C... 172.27.31.119 255.255.255.0 172.27.31.10

Name servers (optional):

S

172.2731.1

Time settings (optional):

NTP server

6. Specify the hostname for the StarWind Appliance and click Next.

StarWind Appliance Initial configuration

+ License
Static hostname

v EULA
Set the current appliance hostname

+ Management network € Use Latin letters, numbers, and dash

Static hostname

SW-VTL
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7. Create an administrator account. Click Next.

StarWind Appliance Initial configuration

+ License
Administrator account
+ EULA

Specify new credentials for the appliance administrator account

+ Management network
Username

+ Static hostname swadmin

Administrator account

Additional information (optional)

Full name

8. Review the settings and click Confi

StarWind Appliance Initial configuration

+ License
Summary
v EULA

License type
+ Management network

+ Static hostname License

v e
Administrator account Network settings

Summai
Y Interface

Bandwidth
MTU
IP address

Appliance hostname

Credentials

Administrator username

gure.

ens192 (VMXNET3 Ethernet Controller)
10 Gbit

1500

172.27.31.119

SW-VTL

swadmin

One Stop Virtualization Shop
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9. The initial StarWind Appliance configuration is now complete. Click Finish.

StarWind Appliance Initial configuration

Initial configuration completed

The essential settings were successfully configured. Press “Finish™ to close the wizard and navigate to the login page.

Configure Networking

1. Log in to the appliance using the username and password specified during the initial
configuration.

StarWind

StarWind Virtual Tape Library: Configuration Guide for Local Storage, VTL Deployed as a Linux
ISO using GUI




StarWi.nd One Stop Virtualization Shop

HYPERCONVERGENCE

2. Navigate to the Network tab, select the network adapter that will be used for Data
(VTL) traffic, and click the Edit icon.

rapIng,

Network

3. Uncheck the “Disable network adapter” checkbox, check the “Connect automatically
on boot” checkbox, set MTU to 9000, assign the Data role to the network adapter, and
specify the IPv4 address and network mask. Click Save.
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Edit network adapter settings

Role P de
Data Static

IPv4 address Netmask

172.16.30.10 255.255.255.0

L=t S e Pt e A e L

[] pisable network adapter

Connect automatically
on boot

4. The network adapter changes the Link Status to Up.
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Configuring Storage

1. Navigate to the Storage tab, select Physical disks, and click Rescan.

Physical disks

Rescan

B Physical disks

NOTE: StarWind Appliance can use storage from a hardware RAID or create a Linux
Software RAID or ZFS storage pools from the drives connected to an HBA controller. This
guide uses Linux Software RAID as an example.

2. In the Storage tab, navigate to the Storage pools and click the “+" sign.
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Storage pools

+ o

3. Verify the prerequisites and click Next.

Create storage pool

Prerequisites
Prerequisites

4. Select the drives to create a Linux Software RAID and click Next.
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Create storage pool

Physical d

5. Select one of the preconfigured storage profiles or create a redundancy layout for the
new storage pool manually according to your redundancy, capacity, and performance
requirements. Click Next.

Create storage pool

Profile

orage pool profike, Selected disks left unused wi

Usable capacity

6. Review “Summary” and click the “Create” button to create the storage pool.
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7. Wait until the Linux Software RAID synchronization process is fully complete and its
state changes to Online.

] Storage pools

8. Once the storage pool is created, navigate to the “Volumes” tab and click the “+”
button to open the “Create volume” wizard.
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9. Select the storage pool that will be used for a new volume and click Next.

Select storage pool

® [ SWATLmdo

10. Specify the volume name and capacity. Click Next.

StarWind Virtual Tape Library: Configuration Guide for Local Storage, VTL Deployed as a Linux 29
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11. For StarWind VTL, only the “Standard” volume type is included in the licenses and
selected automatically. Click Next.

12. Review Summary and click Create to create the volume.
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13. The new Standard volume is created.

e

Volumes

Creating Starwind Vtl Device

1. Click the “Settings” icon, navigate to Downloads and click Download Console. Install
StarWind Management Console on the server where Veeam Backup & Replication
software is installed or on a separate workstation or virtual machine with Windows OS
(Windows 7 or higher, Windows Server 2008 R2 and higher).

NOTE: StarWind Management Console and PowerShell Management Library components

StarWind Virtual Tape Library: Configuration Guide for Local Storage, VTL Deployed as a Linux 31
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are required.

StarWind

Settings

owerShell samples

2. Open StarWind Management Console and click Add Server.

0 add local or remote.
0 StarWind Management

3. Enter the IP address of the StarWind Appliance in the pop-up window and click OK.

StarWind Virtual Tape Library: Configuration Guide for Local Storage, VTL Deployed as a Linux 32
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@ starlind Management Console
FILE HOST TARGET OPTIONS HELP
N =+
L = | [ (o]
Refresh Connect Disconnect AddServer Remove Server Add Device Add Device (advanced) Add VTL Device Remove Device  Help
(@ senvers
ET Add Server
= This Option allows you o add local ot remote.
Starind Server Hoststo StarWind Management
Console
[E¥ Add new StarWind Server ? X
e
StarWind Software | Ready

4. Select the server and click Connect.

5. Click the “Add VTL Device” button on the toolbar.

© Sttiind Management Console
FLE HOST TARGET OPTONS HELP

) s O O & =] ) @
(9] o |- o = = =2 =
Rera Connect Diconnect Add Server Remove Senver Add Do Add Devce dbanced) Add VL Device Removc Deice ey

< [ servers Geners | Cotiguaton | crappemisiors | Aecemtighs | sewertog | Evens | petormance

E‘} 172.27.31.119 (172.27.31.119) : 3261
El 172.27.31.119 (172.27.31.119) : 3261

dvanced) b Add VTL Device b Add Control Device %> Target Groups Manager

3 Disconnect [ Remove Server ¢ Add Target < Add Device < Add Device (a

2231119
122731118

2024-05-31
Unlimited for single Node Devices
Unlimited

StarWind Software | Ready

6. Specify the VTL device name and location to the storage pool and volume created in
StarWind Appliance. Click Next.
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Add Device Wizarc

Virtual Tape Library

(®) Create a New Virtual Tape Library

Mame: VTL1

Location: V54 Storage\mnt\mdiwtl,
{_JUsze an Existing Virtual Tape Library

Location:

Mext Cancel

7. Select the Device Model from a drop-down list. You can also fill all slots in the newly
created Tape Library with empty tapes. Click Next.
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? ot
- Add Device Wizarc
Select Device Model to emulate:
Device Model: HP M5L8096 LTOS e
[]Fill Storage Slots with Empty Tapes after Create
Mext Cancel

8. Provide a Target Alias or choose the default one.
StarWind Virtual Tape Library: Configuration Guide for Local Storage, VTL Deployed as a Linux 35
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= Add Device Wizarc

Target Parameters

Choose a Target Attachment Method

Create new Target e

Target Alias
| VT

|:|Target Mame

iqn.2008-08,com,starwindsoftware:172.27.31. 119t

Allow multiple concurrent ISCSI Connections

Mext Cancel

9. Press the Create button to start the creation process.
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= Add Device Wizarc

Creation Page

Press "Create” to add new Device and attach it to new Target

Progress

Creating Device Folder...
00 g
[][] Creating Image File...
[J[] Creating Device...
Creating Target and attaching Device...
0o g Targ g

Concel

10. Once the device creation is completed, click Close.
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Add Device Wizarc

Device Creation completed

Following Device was created

uTL1

Target Mame: ign, 2008-03.com, starwindsoftware: 172, 27. 31, 119-vt1

Cloze Cancel

11. Once the VTL device is created, the tapes can be added. To do this, select the VTL
device and click the “Create Tape...” button located in the Tapes section.
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@ Stariind Mansgement Console
FILE HOST TARGET OPTIONS HELP

Cux OO S S d 50

Refreth Connect Disconnect Add Server AddDevice Add AddVTL Device Hep
[0 servers
B
=)' 172.27.31.119 (172.27.31.119) : 3261 = Vi1
S X Remove Device < Force remove Device & Attach to Target.. & Detach from ign.2008-0: 1722731119 w1t
Sviu Device Vit
Seralld oosBC2BaT3
Persistent Resevations ves
stots
Transport Slots 1
Drve lots s
Impor/Export Sots
Storage Slots %
Tapes (0 & Crste Tape. 68 osert Tape )

Offline Shelf ©) ) @)

StarWind Software | Ready

12. Leave the Tape Files Location as default. Optionally, select the checkbox and specify
the custom path where the tape files must be stored.
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Create Tape

Specify if Tape Files are Located in Custom

[ ]Use Custom Path to Tape Files

Tape Files Locakion

| Mext || Cancel |

13. Specify the Number of Tapes and Tape Type. Additionally, you can specify Custom
Barcode prefix, Custom Tape Size, and Split into Parts of the required size. Click Create.
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? s
“ Create Tape
Specify Tape Parameters
[] custom Barcode
Barcode
Mumber of Tapes | 1 %|
Tape Type LTO-8 Ultrium 8/32T (12.0 TE) v|
|:| Custom Tape Size
Tape Size 100 GE o
] split Into Parts
Part Size 1 GB
| Create | | Cancel |

14. The created tape appears in the first slot of the VTL device in the StarWind
Management Console.
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© Stariind Mansgement Consale - 8 x
FILE HOST TARGET OPTIONS HELP
o) % 0 O 2 2 d 30
2 o |- = = — —
ehesh erver AddDevice Add AddVTL Device Help
B )]
B mazranans m2rsi10): 3281 8.,
S Remove Device X Force remove Device S Attach to Target.. 9 Detach from ign.2008-0 1722731119 w1t
Sviu Device Vit
Seralld oosBC2BaT3
Persistent Resevations ves
stots
Transport it
Drve lots
Import/Export S
Storage Slots 3
Tapes () @ CoesteTape. 88 nset Tape. & Recncue Tape. ®
Siot 1 SWoeNOOT  U-832 120078 000MB
Offline Shelf © @)
StarWind Software | Ready

Mounting Vtl On The Backup Host

To pass-through the VTL device to the Windows server with Veeam Backup &
Replication, the corresponding VTL iSCSI target should be mounted first.

1. Open Microsoft iSCSI Initiator, navigate to the Discovery tab, and press the Discover
Portal button.
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i5C5! Initiator Properties >

Targets Discovery Favorite Targets  Volumes and Devices  RADIUS — Configuration

Target portals
The system will look for Targets on following portals: Refresh
Address Port Adapter IF address
To add a target portal, dick Discover Portal. Discover Portal...
To remove a target portal, select the address above and T —
then dick Remove.
i5M5 servers
The system is registered on the following iSMS servers: Refresh
Mame
To add an iSMNS server, did: Add Server, Add Server...
To remowe an iSMS server, select the server above and R
then dick Remove. S
K Cancel Apply

2. Enter the IPv4 address of the Data (VTL traffic) network adapter in the StarWind
Appliance and click the Advanced button.
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Discowver Target Portal >

Enter the IP address or DMNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

IP address or DMS name: Port: (Default is 3260.)
172.16.30.10] | | 3260
Advanced... Cancel

3. Select Microsoft iSCSI Initiator from the Local Adapter drop-down list. Then, select the
corresponding IP address that is used for VTL traffic on the Veeam Backup & Replication
server and that is on the same subnet as the IPV4 address for Data (VTL traffic) on the
StarWind Appliance. Click OK.
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Advanced Settings ? X

Gereral  IPzec

Connect using

Local adapter: Microsoft iSCSI Initiator v
Initiator IP: 172.16,30. 20 L
Target portal IP: e
CRC [ Checksum

[]Data digest [ ]Header digest

[ | Enable CHAP log on
CHAP Log on information

ZHAP helps ensure connection security by providing authentication bebween a target and
an initiakar,

To use, specify the same name and CHAP secret that was configured on the target for this
initiator. The name will default to the Initiator Mame of the system unless another name is
specified,

Marne: ign. 1991-05,com.microsoft:veeam-ba-ol
Target secrek:

Perform mutual authentication

To use mutual CHAP, either specify an initiator secrek on the Configuration page or use
RADILS,

IJse RADIUS to generate user authentication credentials

|lse RADIUS to authenticate target credentials

Cancel Apply

4. The newly added Discovery Portal will appear in the list.

5. Navigate to the Targets tab, and find the iSCSI target which corresponds to the
StarWind VTL device.

StarWind Virtual Tape Library: Configuration Guide for Local Storage, VTL Deployed as a Linux 45
ISO using GUI



StarWi.nd One Stop Virtualization Shop

HYPERCONVERGENCE

i5C5l Initiator Properties >

Targets  Discovery Favorite Targets  Volumes and Devices  RADIUS — Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quidk Connect.

Target: Quick Connect...

Discovered targets

Refresh

Mame Status

ign. 2008-08. com. starwindsoftware: 172.27.31. 119-vl1 Inactive
To connect using advanced options, select a target and then Connect
dick Connect.
To completely disconnect a target, select the target and Di ct
then dick Disconnect. ISEanne
For target properties, induding configuration of sessions, Properties
select the target and dick Properties. —
For configuration of devices associated with a target, select Devices
the target and then dick Devices.

0K Cancel Apply

6. Click the Connect button. Leave the Enable Multipath checkbox empty and press the
Advanced button.
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Connect To Target

Target name:

gn. 2008-08. com.starwindsoftware: 172, 27,31, 119-vH1

Add this connection to the list of Favorite Targets.
This will make the system automatically attempt to restore the
connection every time this computer restarts.

[]Enable multi-path

Advanced... Cancel

7. Set Local adapter as Microsoft iSCSI Initiator, specify the corresponding Initiator and
Target portal IP addresses that correspond to Data (VTL traffic) IPv4 addresses on
StarWind Appliance and Veeam Backup & Replication server. Click OK.
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Advanced Settings ? >

Gereral  IPsec

Connect using

Local adapter: Microsoft iSCSI Initiator w
Initiator IP: 172.16,30.20 o
Target portal IP: 172.15.30.10 / 3260 e
CRC [ Checksum

[]Data digest [ ]Header digest

[ |Enable CHAP log on
CHAP Log on information

HAP helps ensure connection security by providing authentication bebween a target and
an inikiator,

To use, specfy the same name and CHAP secret that was configured on the target for this
initiator. The name will default to the Initiator Name of the system unless another name is
specified,

Marne: ign. 1991-05,com. microsoft: veeam-ba-ol
Targek secrek:

Perform mutual authentication

To use mutual CHARP, either specify an initiator secret on the Configuration page or use
RADIUS,

IJse RADIUS to generate user authentication credentials

IJse RADIUS to authenticate target credentials

Cancel Apply

8. The VTL iSCSI target should be shown as Connected in the list.
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i5C50 Initiator Properties ot

Targets  Discovery Favorite Targets  Volumes and Devices  RADIUS — Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quidk Connect.

Target: Quick Connect...

Discovered targets

Refresh

Mame Status

ign. 2008-08. com.starwindsoftware: 172.27.31. 119-vtl1 Connected
To connect using advanced options, select a target and then Connect
dick Connect.
To completely disconnect a target, select the target and Di ot
then dick Disconnect. seanne
For target properties, induding configuration of sessions, Properties
select the target and dick Properties. —
For configuration of devices assodated with a target, select Devices
the target and then dick Devices.

QK Cancel Apply

9. Install the tape library drivers.

e The driver for HP MSL8096 can be downloaded here: HPE StoreEver Tape Drivers
for Microsoft Windows

e The driver for IBM TS03584 can be downloaded here:
https://www.ibm.com/docs/en/spectrum-archive-le/2.4.0.0?topic=system-installing-
tape-driver-windows
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10. Once the drivers are installed, the Medium Changer devices is shown as Hewlett
Packard MSL G3 Series library (x64 based) in this example.

% Device Manager — O Ed
File Action View Help
e T HEIBEX®
v :.ﬂ veeamn-ba-ol
» 3 Batteries
> O Computer
Disk drives
Display adapters
DVD/CD-ROM drives
Human Interface Devices
IDE ATA/ATAPI controllers
Keyboards
Medium Changer devices
B Hewlett Packard Enterprise M5L G3 Series library (x64 based)
g Mice and other pointing devices
[ Monitors
8 Metwork adapters
=1 Print queues
u Processors
B Software devices
% Storage controllers

L R Y R " "
m [ ) 3 0o il ¥

VOW W W W WY

> K@ System devices

v B Tape drives
B Hewlett Packard Enterprise LTO Ultrium-8 drive
B Hewlett Packard Enterprise LTO Ultrium-8 drive
B Hewlett Packard Enterprise LTO Ultrium-8 drive
2 Hewlett Packard Enterprise LTO Ultrium-8 drive

» i Universal Serial Bus controllers

11. The tape library is ready to be added to Veeam Backup & Replication.

Adding Starwind Vil To Veeam Backup & Replication

1. Open Veeam Backup & Replication. Open the Tape Infrastructure tab and click Add
Tape Server.
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s FFra

= [T

AddTape AddNOMP
Sever

Manage Tape

Tape Infrastructure

Veeam Al

Online Assistant

F+ Add Tape Server
T Tn FIZ2] veeam Backup & Replication can use any tape device connected to a Microsoft Windows server in your environment. To reister a tape evice, add the server it is connected to as  Tape Server. During this process
b tape proxy components are deployed to the selected server, which enables data exchange with the connected tape device
» [ NOMP Senvrs
4 [ Last24 Hours i Obiect o Tape
5 Foled T2 object to Tape jobs allow for copying selected object storage buckets,prefives and individual objects from on-prem or cloud object storage servers to tape
(B, FlewTape
File to Tape jobs copy folders and files selected indiidually, or using file masks from file shares or servers to tape.
pe jobs copy . or using P
A Backup to Tape
BZE] Gackup to Tapejobs copy Veeam backup fles to tape. Unlik il to Tapejos, these jobs rack specic restore paints on tape and provide full tegration with ackup jobs. For example, a Backup to Tape job can be
configured to auto-start as soon as the corresponding backup job completes.
Restore Backup from Tape
Veeam Backup & Repiication can perform full machine restore iectl from tape, or via a staging repository (recommended when restoring multiple machines from the same backup fil chain). To perform other restore
types from tape (nstant VM Recovery, guest files or application items), use the Restore Backup from Tape to Repository wizard to copy the required backup fil from tape, then niiate the desired restore type from
fhrg oo i o Tape
¥ There are two ways to restore files from tapes launch the designated wizard using the corresponding Home toolbar button (or by clicking this text), o ciill down to the desired file under the Tape node in the il tab
of the management tree
A\ Restore Object from Tape
122 There are two ways to restore objectsfrom tape: launch the designated wizard using the corresponding Home toolbar button (or by clicking this tex), or drill down to the desired object under the Tape node in the Files
y i g 9 9  clicking i
tab of the management tree
o rone

& Inventory

Soags e
—

5 e

il B 2

2. Choose the local server and press Next.

MNew Tape Server

Server

Traffic
Review
Apply

Summary

x

Choose a server to install tape server components on. You can select Microsoft Windows or Linux servers added to the managed

servers tree in the console,
[

e

veeam-ba-ol (Backup server) Add Mew...

Description:
Created by localhost\Administrator at 5/1/2024 9:10 AM.

< Previous Finish Cancel

3. Review the network traffic rules and change them if required. Click Next, then click

Apply.
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Mew Tape Server d

Traffic
Review the network traffic rules that apply to this server.

T Metwork traffic rules control encryption and throttling of network traffic based on the destination.
Throttling is global, with set bandwidth split equally across all backup proxies falling into the rule.

_ The following network traffic rules apply to this proxy:

: Mame Encryption Throttling Time period View
Review
Internet Enabled Disabled
Apply
Summary

Manage network traffic rules

< Previous Mext = Finish Cancel

4. Once the Tape Server has been added, click Next.
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Mew Tape Server d

Apply
F Please wait while we are installing and configuring required components, this may take a few minutes,
=

Server Message Duration

Traffic () Starting infrastructure item update process 0:00:02
() Connecting to Veeam Installer service

Review () Discovering installed packages
() Creating ternporary folder

_ () Package VeeamTape.msi has been uploaded
5 () Installing package Tape Proxy 0:00:06
Al () Deleting temporary folder

() Registering client veearn-ba-ol for package Transport

() Registering client veearn-ba-ol for package Tape Proxy

() Discovering installed packages

(2 All required packages have been successfully installed

() Setting tape service owner

() Creating configuration database records for tape server

() Collecting tape libraries info 0:00:08
() Tape server created successfully

< Previous MNext = Finizh Cancel

5. Click Finish to start the tape libraries inventory.
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MNew Tape Server *

Summary
F Review the results, and click Finish to exit the wizard.
EE )

S Summary:

[Tape server has been created successfully

Traffic
Review

Apply

Start tape libraries inventory when | click Finish
< Previous Mext = Cancel

6. After the Tape Inventory job is finished, the newly added tape library device with
StarWind tape will appear. The tape is automatically added to the Free Media Pool.

Tape Infrastructure

Name Location Exgiresin Media Pool Media Set SequenceNumber  Lastwriten Copacity | Free Description
N et 5 SWOBN00T Stot1 Not defined Free 1 1218 121
@ Media Pools
i Tope Servers
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Performing Backup To Starwind Vtl

1. In Veeam Backup & Replication, navigate to the Home page, select Tape Job and then
select Files.

Name T v
BSWOSNOOT  HPMSLG3 Series950  Slot1

G Tope servers

2. Specify the job Name and Description.
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MNew File to Tape Job it

Name
Typein a name and description for this jeob.

=
UL

FiIetoTa eJob 1

Files and Folders o
Description:

Created by localhost\Administrator at 5/1/2024 10:23 AM.

Full Backup
Incremental Backup

Options

Summary

< Previous MNext = Finizh Cancel

3. Specify the files and folders to be backed up. Click Next.
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Mew File to Tape Job d
Files and Folders
’_ﬁ Specify files and folders to back up to tape by this job.
=
Name File or folder Server File mask Add...
_ C\Users\Public\Documentshtest-files veeam-ba-ol Only *.* _
Remove
Full Backup
Filters...
Incremental Backup
Options + Up
Summary ¥ Down
< Previous Mext » Finish Cancel

4. Create a new Standard Media Pool by clicking the “Add New...” button.

StarWind Virtual Tape Library: Configuration Guide for Local Storage, VTL Deployed as a Linux 57
ISO using GUI



StarW:.nd One Stop Virtualization Shop

HYPERCONVERGENCE

Mew File to Tape Job X
Full Backup
’_’_ﬁﬁ Choose media pool and set schedule for full backups.
MName Media pool for full backup:

| Add Mew...

Filez and Folders

Incremental Backup

Options
S [] Run the full backup automatically
Daily at this time 6:00 PM 2| | On these days ~ Days...
Monthly at this time:  [10:00 PM - | | Fourth ~ | | Saturday “~ Manths...
< Previous MNext » Finish Cancel

5. Specify the media pool name. Click Next.
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Mew Media Pool
MName

Type in name and description for the media poeol.

=
P

ad
Tapes o
Description:
Media Set Created by VEEAM-BA-OL\Administrator at 5/1/2024 10:253:16 AM.
Retention
Options
Summary

< Previous Mext = Finish Cancel

6. Select the StarWind VTL tape library and add tapes from the Free media pool. Click
OK.
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Mew Media Pool
—  Tapes

Add tapes to the media pool.
_'m|

M Tapeli
ame Select Tapes it
Tapes: Marne Media pool Capacity —
R Name | 4 [E] HP MSL G3 Series 9.50
(=]
Retention =] SWOBNOOT Free 12TB Remove
Options
Summary
Capacity:
0B
- Remaining:
1tapes for a total of 12 TB capacity . loB
Add [ ok | cancea

| < Previous | | Mest > | Finich

7. The new tape has been added. Click Next.
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Mew Media Pool H
Tapes
Add tapes to the media pool.
A
Marme Tape library:
HP MS5L G3 Series 9.50 (veeam-ba-ol) e Manage...
TR
Media Set MName Capacity Remaining Add...
e 4 [E] HP MSL G3 Series 9.50 pE—
stention SWOSNOD1 1278 1278 .
Options
Summary
Capacity:
12TE
Remaining:
12TE

Add tapes from Free media pool automatically when more tapes are required

< Previous Mext > Finich Cancel

8. Enter Media set name. Specify the automatic creation settings if necessary. Click Next.
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Mew Media Pool *

Media Set
Specify media set name and how often a new media set should be automatically created.

MName Media set name:

[Media set # Sid% %date%

Tapes
Automatically create new media set

_ (® Do not create, always continue using current media set

Retenti . .
Enten () Create new media set for every backup session

Options O Dailyat [1200PM - | |Everyday Days...

Summary

< Previous Mest > Finich Cancel

9. Specify the tape Retention settings. Click Next.
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Mew Media Pool *

= Retention

Specify the tape retention settings for this media pool.

MName Data retention policy

o (O Do not protect data (cyclically overwrite tapes as required)
() Protect data for |1 + | | Weeks

Media Set

(@ Mever overwrite data

Offline media tracking

Opticns [] Move all offline tapes from this media pool into the following media vault:

Summary Add Mew...

< Previous Mext > Finich Cancel

10. Specify additional settings if required and click Apply.

11. Review the Summary and click Finish.
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Summary

Review the settings and click Finish to apply. You can copy these settings for the future reference,
'ml

Mame Summary:

Media pool name: VTL

Tapes Media pool description: Created by VEEAM-BA-OL\Administrater at 5/1/2024 10:30:21 AM.
Tapes count: 1
- Capacity: 12 TB
Media Set P
= Remaining: 12 TB
. Libraries: HP M5L G3 Series 9.50 (Active)
Retention
Options

< Previous Mext = Cancel

12. Select the Media pool for full backup and set the schedule if necessary. Click Next.
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Mew File to Tape Job X
Full Backup

’_ﬁ Choose media pool and set schedule for full backups.
'ml

Media pool for full backup:

VTL (HP MS5L G3 Series 9.50) ~ | | Add Mew...

Mame

Files and Folders

Capacity: 12TB
Incremental Backup Remaining: 12 7B
Options WORM: False
i [ Run the full backup autematically
Daily at this time 600PM = | |Onthese days Days...
Monthly at this time:  [10:00PM  -=-| |Fourth Saturday Maonths...
< Previous Mext = Finish Cancel

13. Select Media pool for incremental backup and set the schedule if necessary. Click
Next.
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Mew File to Tape Job

Incremental Backup

’—ﬁ Choose media pool and set schedule for incremental backups.
e

Media peol for incremental backup:

MName
WTL (HP MSL G3 Series 9.50) ~ | | Add New...
Files and Folders
Tapes: 1
Full Backup
Capacity: 12TB
UnciementelBeckip U gemainng: 1278
Options WORM: False
e [] Run incremental backup autematically
Daily at this time 300AM 5| | Onweekdays Days...
Menthly at this time:  [10:00PM = | [Fourth Saturday Menths...
< Previous Mext = Finish Cancel

14. Specify the additional settings if required and check the Export current media set
upon job completion box to automatically move StarWind virtual tape to the offline shelf.
It is also recommended to Eject media upon job completion. Click Apply.
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Mew File to Tape Job *
’_ﬁ Options
Specify tape job options.
=
A
Marme General

Use Microsoft volume shadow copy (V55)

Enables backup of files locked by running applications and provides file-level quiescence,

Requires Microsoft Windows machine or SME v3 file share with V55 compatible backup proxy as
Full Backup = ETEn

Files and Folders

Incremental Backup Media automation

_ Eject tape media upen job completion

This option makes the job automatically eject tape from drives upen completion, so that tape
Sumrmary does not stay in the drive, which is a best practice.

Export current media set upen job completion Days...

This option makes the job automatically close and export the current media set on specific days.

Advanced job settings include compression, notification settings, automated

post-job activity and other settings. LR

< Previous Apply Finish Cancel

15. Check the summary. For immediate job execution, select Run the job when | click
Finish and click Finish.
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Mew File to Tape Job

Summary

’—ﬁ You can copy the job settings below for the future reference.
'ml

Sumrmary:

Mame: File to Tape Job 1
Media pool for full backups: VTL
Media pool for incremental backups: VTL

MName

Filez and Folders

Full Back
el PowerShell cmdlet for starting the job:

Get-VBRTapelob -Mame "File to Tape Job 1" | Start-VBRJob
Incremental Backup

Options

Run the job when | click Finish

< Previous Mext = Cancel

16. The job status can be monitored from the Jobs - Tape tab.

Job Nare SeonType St StatTime 4
() File to Tape Job 1 (Full (4P, Fleto Tope Bac.. 9% completed  5/1/2024 1049 AM

Job progress: 9% 44GBof 44GB
SUMMARY. DATA STATUS THROUGHPUT (LAST 5 MIN)

Duration: 0043, Processed: 4468 (99%) Success: 10

Bottleneck: Target Transferred: 448 (1X) Emors: 0

Host satus Action
veesmba-ol © Success | © Job stared at/1/2026 10:49:02 AM
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Restoring Data From Tape

1. Navigate to the Home tab, select Restore, and select “Tape...”.

COF | it N [ a7 —
v o A N @) >
Y B F b s e LA @ VB
Erieh o | ey e | e 2 i !
B RS S
Secondaey Jobs & VMware vsph ctions Online Assetant
N | S GGeimSS0 | O Meuna 1512024 14O AM T e em

@ Tove i

B ries

Connected to: localhost _ Build: 121156 Enterprise Plus Edition

2. Select Restore Files.
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Restore from Tape *

Select the type of restore you want to perform,

Restore Backups

—
—
— Restore backup files from tape to backup repository.

Restore Files

=

Restore volumes, folders or files from tape to a server,

Restare Objects

&

Restore the entire content of a bucket or a prefi, individual objects objects or versions from tape to object
storage,

Cancel

3. Specify the files and folders to restore and click Next.
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Restore from Tape *

Objects to Restore

@ Specify files, folders or volumes to restore from tape, When an entire tape is added to the recovery scope, all of its content will
e be restored.

‘ ~ Type in an object name to search for Q‘
Destination
[tem Host Restore point | Add... |
L fiens CAUsers\Public\Documents\test-files ~ Veeam-ba-ol 5/1/2024 10:48 AM Point
Summary =
emonve
< Previous Mext = Finish Cancel

4. Veeam prompts to load the tape with the specific barcode which stores the backed up
files. You can load the tape at this point or during the actual restore process. Click
Continue.
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Restore from Tape b4

Objects to Restore

L_g Sped : - f its content will
] be re Veeam Backup and Replication X
1 The restore process will require data from multiple tapes.
_ . We recommend you load the following tapes into the library now to speed up the restore,
Ctherwise, you will need to be providing them when prompted during the actual restore.
Destination
Mame Add...
Options . . .
Tape (SWO0BN001) with sequence number 1 from Media set Media set # 1 5/1/2024 10:49 AM Point...
Summa
b Remove
Copy to clipboard Terer]
< Previous Next > Finish Cancel

5. Navigate to StarWind Management Console, locate the StarWind virtual tape with the
corresponding barcode on the offline shelf and click Insert.

StarWind Management Console - o x
g

FILE HOST TARGET OPTIONS HELP

Y ¥ = ij + + + ®
[ e L = =) ] = =
Refresh  Connect Disconnect Add Server Remove Server Add Device Add Device (advanced) Add VTL Device Remove Device Help
“ I-._EI Servers
“ E‘?1?2‘27.31‘119(1?227‘31‘119)13261 = VTL1

<G

S Remove Device % Force remove Device & Attach to Target..

VTL1 & Detach from ign.2008-08.com.starwindsoftware:172.27.31.119-vti1

Device VL
Serial Id 006BC2B413
Persistent Reservations Yes
SLOTS
Transport Slots 1
Drive Slots 4
Import/Export Slots 3
Storage Slots %

Tapes 0 =] Create Tape... & Insert Tape... @
Location Barcode Tape Type Size Total Size Usec

Offline Shelf (") @l insert &8 Delete Local Copy B8 Write protect Q)]
Barcode Local Cloud Pro ed Status
SWOENDO01 v X x Replication not scheduled

| StarWind Software | Ready
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6. The StarWind virtual tape has been moved to the online shelf.

@ StarWind Management Console - [m] x®
FILE HOST TARGET OPTIONS HELP
S T O =T T~ B
Refresh Connect Disconnect Add Server Remove Server Add Device Add Device (advanced) Add VTL Device Remove Device  Help
4 I-._EI Servers
“ E?1?2‘2?.31‘119(1?2‘27‘31‘119):3261 VTL1

<G

S Remove Device % Force remove Device & Attach to Target..

VTL1 & Detach from ign.2008-08.com.starwindsoftware:172.27.31.119-vtl1

Device VL

Serial Id 006BC2B413

Persistent Reservations Yes

SLOTS

Transport Slats 1

Drive Slots 4

Import/Export Slots 3

Storage Slots %

Tapes ( &5 Create Tape.. ) Insert Tape., &5 Remove Tape.. @

Location Barcode Tape Type Size Total Size Used
Slot 1 SWO06N001 U-832 12.00 7B 4.60 GB

Offline Shelf ®

StarWind Software | Ready

7. Navigate back to Veeam Backup & Replication and specify the Destination for
restoring files. Click Next.
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Restore from Tape >
Destination
& Specify where to restore selected objects to.
e
Objects to Restore Restore files and folders to
(@) Original location
() This server:
Options Add..
Summary
Browse...
Cancel

< Previous Mext > Finish

8. Select the required Automatic conflict resolution option and click Next.
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Restore from Tape >
Options
& Specify automatic conflict resolution options.
|
Objects to Restere If a restored file already exist
(®) Keep the existing file
Destination
() Overwrite only if backup contains a newer file version
RCREEIN O ovenrte shays
Summary
< Previous MNext = Finish Cancel
9. Review the Summary and click Finish.
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Restore from Tape *
Summary
& Review the settings, and click Finish to exit the wizard and start the restore process,
e
Objects to Restore Summary:
Ohbjects to restore:
Destination Ci\Users\Public\Documents\test-files

Destination: Original location

Options

< Previous Next = Cancel

10. The restoration progress will appear in the pop-up window or can be checked in the
Last 24 Hours history tab.
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Restoring files from tape >
Mame: File from Tape Restore Status: Success
Restore type:  File from Tape Restore Start time:  5/1/2024 11:0%:531 AM
Initiated by:  localhost\Administrator End time:  5/1/2024 11:07:13 AM
Log
Message Duration
() Restored 2 objects with the total size of 4.4 GB 0:01:22

) Processing started at 5/1/2024 11:05:51 AM

() Building the list of root objects to restore

) Building the list of content to restore

) SWOEMD01 tape media resources have been acquired

O Drive 1 (Server: veeam-ba-ol, Library: HP MSL G2 Series 9.50, Drive ID: Tapel] lock...

) Loading tape SWOBM0D1 from Slot 1 to Drive 1 (Server: veeam-ba-ol, Library: HP ...

v Restoring file Cent05-7-x86_84-DVD-2009.0s0 to ChUsers\PublichDocumentsitest... 07:16
) Completed successfully at Wednesday, May 1, 2024 11:07:13 AM

Close

Conclusion

Following this guide, the Linux version of StarWind VTL has been deployed on a bare-

metal physical server using StarWind Appliance ISO. Also, backup jobs were configured
to StarWind VTL using Veeam Backup & Replication.
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Contacts

US Headquarters EMEA and APAC

+1 617 829 44 95
+1617 507 58 45
+1 866 790 26 46

+44 2037 691 857 (United
Kingdom)

+49 800 100 68 26 (Germany)

+34 629 03 07 17 (Spain and
Portugal)

+33 788 60 30 06 (France)

LEEE

Customer Support Portal: https://www.starwind.com/support
Support Forum: https://www.starwind.com/forums
Sales: sales@starwind.com

General Information: info@starwind.com

=< StarW:nd

StarWind Software, Inc. 100 Cummings Center Suite 224-C Beverly MA 01915, USA
www.starwind.com ©2024, StarWind Software Inc. All rights reserved.
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